Instructions for Updating Mail Server Encryption Settings

Outlook 365

This guide will walk you through updating your TSL encryption settings in the Outlook 365 email client. These
instructions apply to Windows 7, Windows 8, and Windows 10. The appearance of menus will change slightly
depending on which version of Windows you are using.

You will make this change in your PC’s Control Panel, not in the Outlook application. It is recommended to
close the Outlook application before making changes.

1. Open the Control Panel.

a. To open the Control Panel in Windows 7:
Click the Start menu, then select “Control Panel.” A new window will open.
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b. To open the Control Panel in Windows 8 and/or Windows 10:
Open the Start menu, then start typing “"Control Panel.” Click on the result to open a new
window.
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2. In the Control Panel window, you will either see a large list of icons or a short list of categories.
a. Switch to List View: If you see categories, click on the drop down for "View By” and choose List:

Adjus

tg View network status and tasks
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t your computer's settings

System and Security

Review your computer's status
Backup and Restore (Windows 7}

Network and Internet

/ Hardware and Sound
View devices and printers
Add a device

Programs
Uninstall a pregram
Get programs

Save backup copies of your files with File History

G Y 3=
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User Accounts
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Appearance and Personalization

Clock and Region
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Ease of Access
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3. In the list view, find and click the “Mail
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4. In the new window that opens, click on “Email Accounts...”:
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5. The next window that opens is “Account Settings.” You will see a list of all your email accounts within
Outlook.

a.

A Account Settings X

Email Accounts
You can add or remove an account. You can select an account and change its settings.

Data Files RSS Feeds SharePoint Lists Internet Calendars Published Calendars Address Books

o Hew... “f Change... ¥ Remove ¥

Mame Type

licrosoft Exchange (send from this account by def...
MAP/SMTP

MAP/SMTP
Wireless Suppaort IMAP/SMTP
Wired Support IMAP/SMTP
MAP/SMTP

Selected account delivers new messages to the following location:

MikeM @ corp.cciwireless.ca\lnbox

in data file C\Users\mmegeel..\Outlook\MikeM®@corp. cciwireless.ca.ost

Close

Select the first email address/account and click “Change” to open an editing screen.

6. Inthe "Change Account” screen, the following fields must be filled out (where applicable, use your
personal information, not the example below):

Your Name

Email address: Your full email address, including "@cciwireless.ca”
Incoming/Outgoing Mail server: Enter mail3.cciwireless.ca
Username: Your full email address, including “@cciwireless.ca”
Password: Password you use to access your CCl email

Do not click “Next” quite yet.

A Change Account X

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings
Your Name: techsupport@ cciwireless.ca We recommend that you test your account to ensure that
the entries are correct,
Email Address: techsupport@ cciwireless.ca
Server Information
Test Account Settings ...
Account Type: IMAP
- - /| Automatically test account settings when Mext
Incoming mail server: mail3. cciwireless.ca Y B <

is clicked
Qutgoing mail server [SMTP): | mail3.ceiwireless.ca

Logon Information

User Name: techsupport@ cciwireless.ca
Mail to keep offline: All
Password:  |smmmeesssseoooo

Remember password

D Reguire logon using Secure Password Authentication
SPA)
(PR More Settings ...

< Back Cancel Help
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7. Once you have confirmed the info in the step above, click on “More Settings...”
a. The new window will open with the “General” tab selected. Switch to “Outgoing Server” tab.
i. Check the box for “My outgoing server requires authentication”
ii. Select the bubble next to “Use same settings as my incoming mail server.”

IO AL TES SR

A Internet Email Settings b4

General Outgoing Server  Advanced

EM},-' outgoing server (SMTF) requires authentication:

@gse same settings as my incoming mail server
DLog on using l

Eemember password
Reguire Secure Password Authentication [SPA)

b. Switch to “Advanced” tab.
Make the settings match the below.
e Enter Incoming Server: 993
o Select encryption type: SSL/TLS
e Enter Outgoing Server: 587
o Select encryption type: STARTTLS

A Internet Email Settings bt

General Outgoing Server Advanced

Server Port Mumbers

Incoming server [IMAF): Use Defaults

Use the following type of encrypted connection: | S5L/TLS ~ e
DOutgoing server [SMTP):
Use the following type of encrypted connedtion: | STARTTLS |«
Server Timeouts
Short @ Long 1 minute
Folders
Root folder path:

sent [tems
Dgo not save copies of sent items
Deleted Items

D Mark items for deletion but do not move them automatically

ltems marked for deletion will be permanently deleted when the
items in the mailbox are purged,

|:|Eurge items when switching folders while online

Cancel

8. When completed, click OK, then Click Next to test the settings.
a. If you receive any errors after entering all the correct information, reach out to Tech Support for

assistance. You may want to take note of the specific error message.
9. Click “Finish.”

You're all set!
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